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1. SonarQube

Sonar Qube

sonarqQub

e\

£ SonarQube Findbugs Plugin

# Issues Measures Code  Administration =

Quality Gate

Bugs & Vulnerahilities

00

Bugs

Code Smells

249

Debt

Duplications

0.0%

Duplications

0@

Vulnerabilities

73

Code Smells

0

Duplicated Blocks

Leak Period: last 30 days
.

0 0

New

New Bugs
" Vulnerabilties

0 0

New Debt
Smells

Duplications on New Code

FindBugs is a program that uses static
analysis to look for bugs in Java code. It can
detect a variety of common coding mistakes
including thread synchronization problems,
misuse of API methods.

24

Lines of Code

Quality Gate
Default) SonarQube way

Quality Profiles
Java) Sonar way

ML) Sonar way

# Home

3 Issues

[ Sources

4 Developer connection

Key

org.sonarsource.sonar-findbugs-plugin:sonar.

Events

Version: 3.4.4

November 28, 201

Quality Gate: Green (was Red)
November 28, 201




1-1.SonaIQube *E-lxl s o f t w a r e v & v

ubuntu@ip-172-31-17-171:~% wget https://binaries.sonarsource.com/Distribution/so
narqube/sonarqube-8.3.1.34397.zip

sonar.web.port=

sonar.jdbc.url=

sonar.web. javaAdditionalOpts=

sonar.jdbc.username=
sonar . jdbc.password=




1-1. SonarQube AX]

ubuntu@ip-172-31-17-171:~$ sudo apt-get install postgresql

ubuntu@ip-172-31-17-171:~$ sudo -1 -u postgres
postgres@ip-172-31-17-171:~$ psql

psql (10.12 (Ubuntu 10.12-Qubuntu0.18.04.1))
Type "help" for help.

postgres=# CREATE USER sonar WITH ENCRYPTED PASSWORD 'sonar';
CREATE ROLE

postgres=# CREATE DATABASE sonar OWNER sonar;

CREATE DATABASE

postgres=# ALTER ROLE sonar WITH createdb;

ALTER ROLE

postgres=# GRANT ALL PRIVILEGES ON DATABASE sonar TO sonar;
GRANT

postgres=# I

ubuntu@ip-172-31-17-171: /usr/1lib/systemd/system$ sudo vi sonar.service




1-2.SonaIQube *E-lxl s o f t w a r e v & v

ubuntu@ip-172-31-17-171:

==== AUTHENTICATING FOR org.freedesktop.systemdl.reload-daemon ===
Authentication is required to reload the systemd state.

Authenticating as: Ubuntu (ubuntu)

Password:

==== AUTHENTICATION COMPLETE ===

ubuntu@ip-172-31-17-171: /usr/1lib/systemd/system$ systemctl enable sonar
==== AUTHENTICATING FOR org.freedesktop.systemd1.manage-unit-files ===
Authentication is required to manage system service or unit files.
Authenticating as: Ubuntu (ubuntu)

Password:

==== AUTHENTICATION COMPLETE ===

Created symlink /etc/systemd/system/multi-user.target.wants/sonar.service - /usr

/lib/systemd/system/sonar.service.

==== AUTHENTICATING FOR org.freedesktop.systemdl.reload-daemon ===
Authentication is required to reload the systemd state.

Authenticating as: Ubuntu (ubuntu)

Password:

==== AUTHENTICATION COMPLETE ===

ubuntu@ip-172-31-17-171: /usr/1lib/systemd/system$ systemctl start sonarf}

root@ip-172-31-17-171:~# ufw allow 9000
Rules updated
Rules updated (v6)




1-3. SonarQube — Jenkins ¢S

ubuntu@ip-172-31-17-171:~$% wget https://binaries.sonarsource.com/Distribution/sonar-scanner-cli/sonar-scanner-cli-4.3.0.2102-1linux.zip
--2020-05-17 08:58:22-- https://binaries.sonarsource.com/Distribution/sonar-scanner-cli/sonar-scanner-cli-4.3.0.2102-1l1inux.zip

Sonarqube scanner & X|

Q, SonarQube
0E ¥
Credentials Plugin
Plain Credentials Plugin

SonarQube Scanner for Jenkins

JenkinsOi| Sonarqube scanner




1-3. SonarQube — Jenkins ¢S

SonarQube Scanner
SonarQube Scanner installations Add SonarQube Scanner

SonarQube Scanner

Name Sonar scanner

SONAR_RUNNER_HOME /home/ubuntu/sonar-scanner-4.3.0.2102-linux

Install automatically

JenkinsO| Sonarqube scanner install 42 4%

SonarQube servers

Environment variables ¥ Enable injection of SonarQube server configuration as build
environment variables

If checked, job administrators will be able to inject a SonarQube server
configuration as environment variables in the build.

SonarQube installations Name SonarQube

Server URL http://35.171.138.85:9000
Default is http://localhost:9000

Server authentication token | -none - ¥ | gpdd

SonarQube authentication token. Mandatory
when anonymous access is disabled

...

Delete SonarQube

Add SonarQube

List of SonarQube installations

JenkinsO| Sonarqube Url =7}




1-3. SonarQube -

Jenkins 95

Execute SonarQube Scanner

Task to run

JDK

Path to project properties

Analysis properties

Additional arguments

JVM Options

{Inherit From Joh)

JDK to be used for this SonarQube analysis

sonar.projectkey = DW3
sonar.projecthame= DWS
sonar.login=admin
sonar.password=admin
sonar.host.url = http://localhost:9000/
sonar.sources=src/main/java
sonar.tests=src/test/java
sonar.projectVersion=1.0
sonar.sourceEncoding=UTF-§

sonar java binaries=build/classes

01| =07t 2E
Execute sonarqube
scanner= 41E4OHCY

Analysis properties
S AICHLL.

(ZZ=HE Lo
sonar.properties L& =
U= ElCL)




02. PMD

v Repository
SonarAnalyzer Java
FindBugs Java
DON'T SHOOT THE MESSENGER
SonarAnalyzer C#
Pylint Python

FindBugs Contrib Java

PMD Java

SonarAnalyzer JavaScript
SonarAnalyzer PHP
Checkstyle Java

SonarAnalyzer TypeScript




2-1. PMD AX]

ALFFEO| PMD 22192 =7}

m Installed Updates Only

PMD EXTERNAL ANALYSERS 3.2.1 installed Homepage Issue Tracker Uninstall
Analyze Java code with PMD. Licensed under GNU LGPL 3

ruleset A4 A

ref="category/java/bestpractices.xml/AbstractClassWithoutAbstractMethod" />
ref="category/java/design.xml/AbstractClassWithoutAnyMethod" />
ref="category/java/codestyle.xml/AbstractNaming" />
ref="category/java/bestpractices.xml/ArrayIsStoredDirectly" />
ref="category/java/errorprone.xml/AssignmentInOperand" />
ref="category/java/codestyle.xml/AtLeastOneConstructor" />
ref="category/java/errorprone.xml/AvoidAssertAsIdentifier" />

PPN
https://pmd.github.io/latest/pmd rules java errorprone.html
https://github.com/jensgerdes/sonar-pmd/blob/master/docs/RULES.md



https://pmd.github.io/latest/pmd_rules_java_errorprone.html

2-2. PMD AX]

New Profile

Name*

softwareV_V

Language*

-5t rulesetxml T2 O[5t
Parent: PrOfile gAC-DI

None
PMD

Choose File  pmd-rule-set.xml

Optional configuration file

Create | Cancel

v Quality Profile SOFTWA...

Drupal PHP (Built-in)
PMD Java softwareV_VZ} Quality ProfileOl| Z=7}&
PSR-2 PHP (Built-in)

softwareV_V Java inactive




03. Check Style

Check Style

checksty e

W T o, W T o T W W W b W W o W W

Java ZE7I [AYHES
o

SSH=X| 20I5}7| 96
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v Repository
SonarAnalyzer Java
FindBugs Java
SonarAnalyzer C#

Pylint Python

FindBugs Contrib Java
PMD Java

SonarAnalyzer JavaScript

SonarAnalyzer PHP

CheckstylejpJava

SonarAnalyzer TypeScript




3-1. check Style 2 K|

sonarqube ! Projects Issues Rules Quality Profiles  Quality Gates|

Administration

Configuration v  Security v  Projects +  Systemf] Marketplace

Marketplace
You are currently running a Community Edition.

Discover the additional benefits offered in SonarQube Commerfial Editions

Developer Edition Enterprise Edition Data Center Edition
B r Developers by Developers Designed to Meet Enterprise Requirements Designed for High Availability and Scal
Community Edition functionality plus Develaper Edition functionality plus Enterprise Edition functionality plus

Branch analysis Portfolio management = Compenent redundancy
Pull Request Decoration OWASPISANS security repors + Data resiliency

Injection flaw detection Executive reporting = Horizontal scalability
SonarLint notifications Project transfer

Additional language analysis: C, C++, Obj-C, PS/SQL, Compute Engine parallel processing

ABAP, TSQL & Swift Additional language analysis: Apex, COBOL, PL/I, RPG &

VB6

Requesi a free trial Request a free trial Request a free trial

Plugins

- [LE I Updates Only I

1. SonarqubeO &&3li Al Administration -> Marketplace=
plugin® Al checkstyle2 install SHC.

2. SonarqubeE MAHAHSIH checkstyleg AHE 7+ SHLL

Checkstyle EXTERNAL ANALYSERS 4.31 installed Issue Tracker
Analyze Java code with Checkstyle Licensed under LGPL-3.0
Developed by Checkstyle




v Repository

SonarAnalyzer Java

FindBugs Java

SonarAnalyzer C#
Pylint Python

FindBugs Contrib

PMD Java
SonarAnalyzer JavaScript
SonarAnalyzer PHP

Checkstyle Java

7|Z& FindBugsE Al
EO| |:|-. SonarAnalyzer TypeScript

Qe F Hot ZAK[J
Sl= FindSecurityBugsZt RALCE.




4-1. Find bugs 2|

sonarqube ! Projects Issues Rules Quality Profiles Quality Gates)| Ad

Administration

Configuration v  Security v  Projects +  Systemf] Marketplace

Marketplace
You are currently running a Community Edition.

Discover the additional benefits offered in SonarQube Commerfial Editions

Developer Edition Enterprise Edition Data Center Edition
Built for Developers by Developers Designed to Meet Enterprise Requirements Designed for High Availability and Scalability
Community Edition functionality plus Develaper Edition functionality plus Enterprise Edition functionality plus

« Branch analysis « Portfolio management = Compenent redundancy
+ Pull Request Decoration + OWASP/SANS security reports + Data resiliency
« Injection flaw detection « Executive reporting = Horizontal scalability
= SonarLint notifications = Project transfer
« Additional language analysis: C, C++, Obj-C, PS/SQ} + Compute Engine parallel processing
ABAP, TSQL & Swift - Additional language analysis: Apex, COBOL, PL/I, RPG &
VB6

Requesi a free trial Request a free trial Request a free trial

Plugins

[LE I Updates Only I

1. SonarqubeO| M= Findbugs= Z A S{OFSHLT,

2. Sonarqube®f &3 Administration -> MarketplaceE M &St
pluginOlA| Findbugs= install $tC}.

3. SonarqubeE MAZSH Findbugs= A& 7HsSICt

Findbugs EXTERNAL ANALYSERS 4.0.0 installed Homepage lssue Tracker

Analyze Java, Scala, Closure and JSP code with Licensed under GNU LGPL 3

SpotBugs. 4.0.0 I Developed by SpotBugs Team




05. Test Link

Test Link

TESTLINK

AR /HE -

4 . UbuntuOf| TestLink A X|

« HAEOS — . JenkinsO]| TestLink Plugin & X|

Al-Q_Xl-Q_l k=13
E1)o = . Jenkins 24 MAH

> TestLink 2t48 278
- CHYot S/ 2| DBE A[|(MySQL, S =¢°

PostgreSQL, MS-SQL &) . JenKins Item &% &

- EQ|1=E 0| &8¢ HAE A O|&
3715




5-1. TestLinkd X|

1. Ubuntu0| TestLink A& X|

KRR RK 40 (0rating)  www.testlink.org

, Bithami Testlink & X| AO|E
@ TestLink

DEPLOYMENT OFFERING Wget

& o the ciou Containers RN https://bitnami.com/redirect/to/10042
36/bitnami-testlink-1.9.20-3-linux-
x64-installer.run

Single-Tier Docker Kubernetes

BITNAMI TESTLINK STACK INSTALLERS

/https://bitnami.com/redirect/to/1004
236/bitnami-testlink-1.9.20-3-linux-
x64-installer.run




5-2. TeskLink 2} Jendkins =

@) A monitorff) 2L adminn 3] ZEI0i2

Filter test
HE ol 2R wME  EX AA
1.29

JUnit Plugin

Testl ink Plugin
: ate

3. JenkinsO| 2t4 MM

TestLink

TestLink Installation

s 4%

Name testlink

URL http://localhost/testlink/lib/api/xmlrpc/v1/xmlirpc.php

Developer Key TeStLink Personal API| access key




5-2. TeskLink 2} Jendkins =

A X

4. TestlLink 2t4d AH

4 TestLink

dayun [admin] &
B dawnlads

Define Custom Fields

Issue Tracker Management

Current Test Plan:

test_plan 0K

4-1. Custom Field
: : ;
Deflne & ASSIgn 4 3‘ Make Plan Builds / Releases

Code Tracker Management

Test Project Management
Assign User Roles

Assign Custom Fields
Keyword Management
Platform Management

Inventory management

Milestone Overview

Execute Tests
Test Cases Assigned to Me
Test Reports and Metrics

Metrics Dashboard

Requirement Specification Add / Remove Platforms

Requirement Overview Add / Remove Test Cases

Generate Requirement
Specification Document

Assign Test Case Execution

Set Urgent Tests

Search Requirements
Update Linked Test Case Versions

Search Requirement Specifications )
Show Test Cases Newest Versions
Assign Requirements

Requirement Monitoring Overview

Test Specification

earc est Cases

Powered by TestLink 1.9.20 [DEV]

4-2. Make
Test Project , Test Suite , Test Case

Test Cases created per User

Test Project | test:test

7]

v




5-2. TeskLink 2} Jendkins =

5. JenKins Item

Invoke TestLink

TestLink Configuration

TestLink Version testlink

Test Project Name test

Test Plan Name test_plan

Build Name examples-$BUILD_NUMBER
Custom Fields java class

Test Plan Custom Fields

Result Seeking Strategy

o S i
Test Result Seeking Strategies JUnit class name

Include Pattern *TEST-test1 Test. xml
Key Custom Field test1Test
Attach JUnit XML

Include test notes

Add strategy ~




6. To do list s o f t w a r e

1. Redmine - Testlink €5
-> Redmine?l| 87 AISES 2 BLE| Testlink test
case MM

2. Redmine, Testlink, Sonarqube0®f|M &4 HM+E
18t Project configuration
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Overall structure
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